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Ad Hoc Networks - Definitions

Î $Q�DG�KRF�ZLUHOHVV�QHWZRUN�LV�D�FROOHFWLRQ�
RI�WZR�RU�PRUH�GHYLFHV�HTXLSSHG�ZLWK�
ZLUHOHVV�FRPPXQLFDWLRQV�FDSDELOLW\

Î 6XFK�GHYLFHV�FDQ�FRPPXQLFDWH�ZLWK�
DQRWKHU�QRGH�WKDW�LV�LPPHGLDWHO\�ZLWKLQ�
WKHLU�UDGLR�UDQJH�RU�RQH�WKDW�LV�RXWVLGH�
WKHLU�UDGLR�UDQJH�XVLQJ�LQWHUPHGLDWH�QRGHV

Î '\QDPLF�QHWZRUN�WRSRORJ\
z/QDKNKV[�ECWUGU�TQWVG�EJCPIGU
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Î 6RPH�DGYDQWDJHV

z'CUG�CPF�URGGF�QH�FGRNQ[OGPV

z.QY�EQUV��KPHTCUVTWEVWTGNGUU

z5GNH�QTICPK\KPI�CPF�CFCRVKXG

Why Ad Hoc Networks ?
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Î 0LOLWDU\�HQYLURQPHQWV
zUQNFKGTU��VCPMU��RNCPGU

Î 3HUVRQDO�DUHD�QHWZRUNLQJ
zEGNN�RJQPG��NCRVQR��GCT�RJQPG��YTKUV�
YCVEJ

Î &LYLOLDQ�HQYLURQPHQWV
z+8%�
EQQRGTCVKXG�FTKXKPI��UCHGV[�FTKXKPI��
CPF�EQOHQTV�UGTXKEGU�
z/GGVKPI�TQQOU��URQTV�UVCFKWOU��CKTRQTVU��
UWDYC[��
z5GPUQT�PGVYQTMU

Î (PHUJHQF\�RSHUDWLRQV
zUGCTEJ�CPF�TGUEWG��GCTVJSWCMG��HKTG�
HKIJVKPI

Ad hoc Networks – Applications
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Many Variations

Î )XOO\�6\PPHWULF�(QYLURQPHQW
zCNN�PQFGU�JCXG�KFGPVKECN�ECRCDKNKVKGU�CPF TGURQPUKDKNKVKGU

Î $V\PPHWULF�&DSDELOLWLHV
zVTCPUOKUUKQP�TCPIGU�CPF�TCFKQU�OC[�FKHHGT�
zDCVVGT[�NKHG�CV�FKHHGTGPV�PQFGU�OC[�FKHHGT
zRTQEGUUKPI�ECRCEKV[�OC[�DG�FKHHGTGPV�CV�FKHHGTGPV�PQFGU
zURGGF�QH�OQXGOGPV

Î $V\PPHWULF�5HVSRQVLELOLWLHV
zQPN[�UQOG�PQFGU�OC[�TQWVG�RCEMGVU�
zUQOG�PQFGU�OC[�CEV�CU�NGCFGTU QH�PGCTD[�PQFGU�
G�I���ENWUVGT�
JGCF�
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Î 0RELOLW\�PD\�EH�GLIIHUHQW��DSSOLFDWLRQ�GHSHQGHQW��
zURGGF
zRTGFKEVCDKNKV[

- FKTGEVKQP�QH�OQXGOGPV
- RCVVGTP�QH�OQXGOGPV

–ECTU�OQXGOGPVU�
JKIJYC[��EKV[����
–MKFU�RNC[KPI
–OKNKVCT[�OQXGOGPVU
–RGTUQPCN�CTGC�PGVYQTM
–RGQRNG�UKVVKPI�CV�CP�CKTRQTV�NQWPIG

Î 0D\�FR�H[LVW��DQG�FR�RSHUDWH��ZLWK�DQ�LQIUDVWUXFWXUH�
EDVHG�QHWZRUN��!�+\EULG

Many Variations
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Challenges

Î /LPLWHG�UHVRXUFHV
zUJCTGF�DCPFYKFVJ

- 'CEJ�RCEMGV�KU�TGEGKXGF�D[�CNN�PQFGU�� �DCPFYKFVJ�
z$CVVGT[�EQPUVTCKPVU

Î 0RELOLW\�LQGXFHG�
zTQWVG�EJCPIGU�
zRCEMGV�NQUUGU
zHTGSWGPV�PGVYQTM�RCTVKVKQPU

Î %URDGFDVW�QDWXUH�RI�WKH�ZLUHOHVV�PHGLXP
z*KFFGP�VGTOKPCN�RTQDNGO�
UGG�PGZV�UNKFG��CPF�KPVGTHGTGPEGU�
OQTG
GTTQTU�
z2CEMGV�NQUUGU�FWG�VQ�UJCTGF�OGFKWO�
KPVGTHGTGPEG��EQNNKUKQP����
z'CUG�QH�UPQQRKPI�QP�YKTGNGUU�VTCPUOKUUKQPU�
UGEWTKV[�JC\CTF�
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Hidden Terminal Problem

$

%

Î Problem
z#�CPF�%�ECPPQV�JGCT�GCEJ�QVJGT�
z#�UGPFU�VQ�$��%�ECPPQV�TGEGKXG�#��
z%�YCPVU�VQ�UGPF�VQ�$��%�UGPUGU�C�¦HTGG§ OGFKWO�

ECTTKGT�UGPUG�HCKNU�
z%QNNKUKQP�QEEWTU�CV�$�
z#�KU�¦JKFFGP§ HQT�%�

&
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Why is Routing in MANET different ?

Î +RVW�PRELOLW\
z4CVG�QH�NKPM�HCKNWTG�TGRCKT�OC[�DG�JKIJ�YJGP�PQFGU�OQXG�
HCUV

Î 1HZ�SHUIRUPDQFH�FULWHULD�PD\�EH�XVHG
zTQWVG�UVCDKNKV[�FGURKVG�OQDKNKV[
zGPGTI[�EQPUWORVKQP
zSWCNKV[�QH�VJG�NKPMU

Î 0DQ\�SURWRFROV�KDYH�EHHQ�SURSRVHG
z5QOG�JCXG�DGGP�KPXGPVGF�URGEKHKECNN[�HQT�/#0'6
z1VJGTU�CTG�CFCRVGF�HTQO�RTGXKQWUN[�RTQRQUGF�RTQVQEQNU�HQT�
YKTGF�PGVYQTMU
z0Q�UKPING�RTQVQEQN�YQTMU�YGNN�KP�CNN�GPXKTQPOGPVU

- 5QOG�CVVGORVU�OCFG�VQ�FGXGNQR�CFCRVKXG�RTQVQEQNU
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Routing Protocols

Î 3URDFWLYH�SURWRFROV
z&GVGTOKPG�TQWVGU�KPFGRGPFGPV�QH�VTCHHKE�RCVVGTP
z6TCFKVKQPCN�NKPM�UVCVG�CPF�FKUVCPEG�XGEVQT�TQWVKPI�RTQVQEQNU�
CTG�RTQCEVKXG

Î 5HDFWLYH�SURWRFROV
z/CKPVCKP�TQWVGU�QPN[�KH�PGGFGF

Î +\EULG�SURWRFROV
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Trade-Off

Î /DWHQF\�RI�URXWH�GLVFRYHU\
z2TQCEVKXG�RTQVQEQNU�OC[�JCXG�NQYGT�NCVGPE[�UKPEG�TQWVGU�CTG�OCKPVCKPGF�CV�CNN�VKOGU
z4GCEVKXG�RTQVQEQNU�OC[�JCXG�JKIJGT�NCVGPE[�DGECWUG�C�TQWVG�HTQO�:�VQ�;�YKNN�DG�HQWPF�
QPN[�YJGP�:�CVVGORVU�VQ�UGPF�VQ�;

Î 2YHUKHDG�RI�URXWH�GLVFRYHU\�PDLQWHQDQFH
z4GCEVKXG�RTQVQEQNU�OC[�JCXG�NQYGT�QXGTJGCF�UKPEG�TQWVGU�CTG�FGVGTOKPGF�QPN[�KH�
PGGFGF

z2TQCEVKXG�RTQVQEQNU�ECP�
DWV�PQV�PGEGUUCTKN[��TGUWNV�KP�JKIJGT�QXGTJGCF�FWG�VQ�
EQPVKPWQWU�TQWVG�WRFCVKPI

Î :KLFK�DSSURDFK�DFKLHYHV�D�EHWWHU�WUDGH�RII�GHSHQGV�RQ�WKH�WUDIILF�DQG�
PRELOLW\�SDWWHUQV
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Dynamic Source Routing (DSR) [Johnson96]

Î 5HDFWLYH�SURWRFRO�

Î :KHQ�QRGH�6�ZDQWV�WR�VHQG�D�SDFNHW�WR�QRGH�'��
EXW�GRHV�QRW�NQRZ�D�URXWH�WR�'��QRGH�6�LQLWLDWHV�D�
URXWH�GLVFRYHU\

Î 6RXUFH�QRGH�6�IORRGV�5RXWH�5HTXHVW��55(4�

Î (DFK�QRGH�DSSHQGV�RZQ�LGHQWLILHU ZKHQ�
IRUZDUGLQJ�55(4
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR
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Route Discovery in DSR

Î 'HVWLQDWLRQ�'�RQ�UHFHLYLQJ�WKH�ILUVW�55(4��VHQGV�D�
5RXWH�5HSO\��55(3�

Î 55(3�LV�VHQW�RQ�D�URXWH�REWDLQHG�E\�UHYHUVLQJ WKH�
URXWH�DSSHQGHG�WR�UHFHLYHG�55(4

Î 55(3�LQFOXGHV�WKH�URXWH IURP�6�WR�'�RQ�ZKLFK�
55(4�ZDV�UHFHLYHG�E\�QRGH�'
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Route Reply in DSR
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Route Reply in DSR

Î 5RXWH�5HSO\�FDQ�EH�VHQW�E\�UHYHUVLQJ�WKH�URXWH�LQ�5RXWH�5HTXHVW�
�55(4��RQO\�LI�OLQNV�DUH�JXDUDQWHHG�WR�EH�EL�GLUHFWLRQDO
z6Q�GPUWTG�VJKU��44'3�UJQWNF�DG�HQTYCTFGF�QPN[�KH�KV�TGEGKXGF�QP�C�NKPM�VJCV�
KU�MPQYP�VQ�DG�DK�FKTGEVKQPCN

Î ,I�XQLGLUHFWLRQDO��DV\PPHWULF��OLQNV�DUH�DOORZHG��WKHQ�55(3�PD\�
QHHG�D�URXWH�GLVFRYHU\�IRU�6�IURP�QRGH�'�
z7PNGUU�PQFG�&�CNTGCF[�MPQYU�C�TQWVG�VQ�PQFG�5
z+H�C�TQWVG�FKUEQXGT[�KU�KPKVKCVGF�D[�&�HQT�C�TQWVG�VQ�5��VJGP�VJG�4QWVG�4GRN[�
KU�RKII[DCEMGF�
CFFGF��QP��VJG�4QWVG�4GSWGUV�HTQO�&�

Î ,I�,(((��������0$&�LV�XVHG�WR�VHQG�GDWD��WKHQ�OLQNV�KDYH�WR�EH�EL�
GLUHFWLRQDO��VLQFH�$FN�LV�XVHG�
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Dynamic Source Routing (DSR)

Î 1RGH�6�RQ�UHFHLYLQJ�55(3��FDFKHV�WKH�URXWH�
LQFOXGHG�LQ�WKH�55(3

Î :KHQ�QRGH�6�VHQGV�D�GDWD�SDFNHW�WR�'��WKH�HQWLUH�
URXWH�LV�LQFOXGHG�LQ�WKH�SDFNHW�KHDGHU
zJGPEG�VJG�PCOG�UQWTEG�TQWVKPI

Î ,QWHUPHGLDWH�QRGHV�XVH�WKH�VRXUFH�URXWH LQFOXGHG�
LQ�D�SDFNHW�WR�GHWHUPLQH�WR�ZKRP�D�SDFNHW�VKRXOG�
EH�IRUZDUGHG
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Data Delivery in DSR
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DSR Optimization: Route Caching

Î (DFK�QRGH�FDFKHV�D�QHZ�URXWH�LW�OHDUQV�E\�DQ\�PHDQV
z9JGP�PQFG�5�HKPFU�TQWVG�=5�'�(�,�&? VQ�PQFG�&��PQFG�5�CNUQ�NGCTPU�
TQWVG�=5�'�(?�VQ�PQFG�(
z9JGP�PQFG�-�TGEGKXGU�4QWVG�4GSWGUV�=5�%�)?�FGUVKPGF�HQT�PQFG��
PQFG�-�NGCTPU�TQWVG�=-�)�%�5?�VQ�PQFG�5
z9JGP�PQFG�(�HQTYCTFU�4QWVG�4GRN[�44'2 =5�'�(�,�&?� PQFG�(�NGCTPU�
TQWVG�=(�,�&?�VQ�PQFG�&
z9JGP�PQFG�'�HQTYCTFU�&CVC�=5�'�(�,�&?�KV�NGCTPU�TQWVG�='�(�,�&?�VQ�
PQFG�&
z#�PQFG�OC[�CNUQ�NGCTP�C�TQWVG�YJGP�KV�QXGTJGCTU�&CVC�RCEMGVU
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Use of Route Caching

Î :KHQ�QRGH�6�OHDUQV�WKDW�D�URXWH�WR�QRGH�'�LV�EURNHQ
zKV�WUGU�CPQVJGT�TQWVG�HTQO�KVU�NQECN�ECEJG��KH�UWEJ�C�TQWVG�VQ�& GZKUVU�
KP�KVU�ECEJG
z1VJGTYKUG��PQFG�5�KPKVKCVGU�TQWVG�FKUEQXGT[�D[�UGPFKPI�C�TQWVG�
TGSWGUV

Î 1RGH�;�RQ�UHFHLYLQJ�D�5RXWH�5HTXHVW�IRU�VRPH�QRGH�'�FDQ�
VHQG�D�5RXWH�5HSO\�LI�QRGH�;�NQRZV�D�URXWH�WR�QRGH�'

Î 8VH�RI�URXWH�FDFKH�
zECP�URGGF�WR�TQWVG�FKUEQXGT[
zECP�TGFWEG�RTQRCICVKQP�QH�TQWVG�TGSWGUVU
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Use of Route Caching
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Route Error (RERR)
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Dynamic Source Routing: Advantages

Î 5RXWHV�PDLQWDLQHG�RQO\�EHWZHHQ�QRGHV�ZKR�QHHG�
WR�FRPPXQLFDWH
zTGFWEGU�QXGTJGCF�QH�TQWVG�OCKPVGPCPEG

Î 5RXWH�FDFKLQJ�FDQ�IXUWKHU�UHGXFH�URXWH�GLVFRYHU\�
RYHUKHDG

Î $�VLQJOH�URXWH�GLVFRYHU\�PD\�SURGXFH�PDQ\�URXWHV�
WR�WKH�GHVWLQDWLRQ��GXH�WR�LQWHUPHGLDWH�QRGHV�
UHSO\LQJ�IURP�ORFDO�FDFKHV
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Î 3DFNHW�KHDGHU�VL]H�JURZV�ZLWK�URXWH�OHQJWK�GXH�WR�VRXUFH�
URXWLQJ

Î )ORRG�RI�URXWH�UHTXHVWV�PD\�SRWHQWLDOO\�UHDFK�DOO�QRGHV�LQ�
WKH�QHWZRUN

Î $Q�LQWHUPHGLDWH�QRGH�PD\�VHQG�5RXWH�5HSO\�XVLQJ�D�VWDOH�
�ROG��FDFKHG�URXWH��WKXV�SROOXWLQJ�RWKHU�FDFKHV
z6JKU�RTQDNGO�ECP�DG�GCUGF�KH�UQOG�OGEJCPKUO�VQ�RWTIG�

RQVGPVKCNN[��KPXCNKF�ECEJGF�TQWVGU�KU�KPEQTRQTCVGF

Dynamic Source Routing: Disadvantages
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Link State Routing (LSR) [Huitema95]

Î 3URDFWLYH�SURWRFRO
Î (DFK�QRGH�SHULRGLFDOO\�IORRGV�VWDWXV�RI�LWV�OLQNV
Î (DFK�QRGH�UH�EURDGFDVWV�OLQN�VWDWH�LQIRUPDWLRQ�

UHFHLYHG�IURP�LWV�QHLJKERU
Î (DFK�QRGH�NHHSV�WUDFN�RI�OLQN�VWDWH�LQIRUPDWLRQ�

UHFHLYHG�IURP�RWKHU�QRGHV
Î (DFK�QRGH�XVHV�DERYH�LQIRUPDWLRQ�WR�GHWHUPLQH�

QH[W�KRS�WR�HDFK�GHVWLQDWLRQ



CM/08122006/SMS – p35 recherche & développement Groupe France Télécom

Optimized Link State Routing (OLSR) 
[Jacquet00ietf,Jacquet99Inria]

Î 7KH�RYHUKHDG�RI�IORRGLQJ�OLQN�VWDWH�LQIRUPDWLRQ�LV�
UHGXFHG�E\�UHTXLULQJ�IHZHU�QRGHV�WR�IRUZDUG�WKH�
LQIRUPDWLRQ

zC�DTQCFECUV�HTQO�PQFG�#�KU�QPN[�HQTYCTFGF�D[�KVU�
OWNVKRQKPV�TGNC[U�
/24�

Î 0XOWLSRLQW�UHOD\V�RI�QRGH�$�DUH�LWV�QHLJKERUV�VXFK�
WKDW�HDFK�WZR�KRS�QHLJKERU�RI�$�LV�D�RQH�KRS�
QHLJKERU�RI�DW�OHDVW�RQH�PXOWLSRLQW�UHOD\�RI�$

z'CEJ�PQFG�VTCPUOKVU�KVU�PGKIJDQT�NKUV�KP�RGTKQFKE�DGCEQPU�

*'..1�OGUUCIGU���UQ�VJCV�CNN�PQFGU�ECP�MPQY�VJGKT���JQR�
PGKIJDQTU��KP�QTFGT�VQ�EJQQUG�VJG�OWNVKRQKPV�TGNC[U
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OLSR

Î 2/65�IORRGV�LQIRUPDWLRQ�
WKURXJK�WKH�PXOWLSRLQW�
UHOD\V

Î 5RXWHV�XVHG�E\�2/65�RQO\�
LQFOXGH�PXOWLSRLQW�UHOD\V�DV�
LQWHUPHGLDWH�QRGHV�
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1. Address Auto-configuration

Î ,3�DGGUHVV�LV�D�ILQLWH�
DQG�FRQIOLFW�UHVRXUFH

Î ,3�DXWR�FRQILJXUDWLRQ�
LV�GHVLUDEOH

Î +RZ�WR�DXWR�DVVLJQ�WKH�
DGGUHVV�ZLWKRXW�
FRQIOLFWV"
z&*%2�KU�PQV�UWKVCDNG
z5QNWVKQP���&WRNKECVG�
#FFTGUU�&GVGEVKQP�
&#&�

- 5VTQPI�&#&�
- 9GCM�&#&
- �

A

C

E

D

B

F

G

H

K

IP address = a

IP address = a

A

C

E

D

B

F

G

H

K

IP address = a

IP address = a
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1. Duplicate Address Detection (DAD) in Ad 
Hoc Networks

Î 6WURQJ�'$'�>3HUNLQV@�
z*QUV�RKEMU�CP�CFFTGUU�TCPFQON[
z*QUV�RGTHQTOU�TQWVG�FKUEQXGT[ 
#4'3��HQT�VJG�EJQUGP�CFFTGUU
z+H�C�TQWVG�TGRN[ 
#4'2��KU�TGEGKXGF��CFFTGUU�FWRNKECVKQP�KU�
FGVGEVGF

Host A

Router

Host B

Wireless Link

AREQ message

Host C

�VW 7U\�RI�+RVW�$
- IP Address : IP1

�QG 7U\�RI�+RVW�$
- IP Address : IP2

AREP message
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1. Strong DAD

Î 6WURQJ�'$'�LV�SHUIRUPHG�GXULQJ�WKH�LQLWLDWLRQ�RI�
QRGHªV�QHWZRUN�LQWHUIDFH�IRU�GHWHFWLQJ�,3�DGGUHVV�
GXSOLFDWLRQ�LQ�D�FRQQHFWHG 0$1(7�SDUWLWLRQ
ZLWKLQ�D�ILQLWH�ERXQGHG�WLPH�LQWHUYDO

Î 1RW�SRVVLEOH�WR�JXDUDQWHH�VWURQJ�'$'�
z*QUV�WPTGCEJCDNG�RTQDNGO

- 2CTVKVKQPKPI�/GTIKPI
z%QPEWTTGPV�CFFTGUU�TGSWGUVKPI�RTQDNGO

- 6YQ�PQFGU�#�CPF�$�UKOWNVCPGQWUN[�RGTHQTOU�&#&�RTQEGUU
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1. Weak DAD [Vaidya02MobiHoc]

Î Weak DAD
z(QT�FGVGEVKPI�+2�CFFTGUU�FWRNKECVKQP�FWTKPI�CF�JQE�TQWVKPI
z+V�ECP�JCPFNG�VJG�CFFTGUU�FWRNKECVKQP�D[�/#0'6�RCTVKVKQP�
CPF�OGTIGPEG
z-G[�KU�WUGF�HQT�VJG�RWTRQUG�QH�FGVGEVKPI�FWRNKECVG�+2�
CFFTGUUGU

- 8KTVWCN�+2�#FFTGUU���+2�#FFTGUU��-G[
- 'CEJ�JQUV�JCU�C�WPKSWG�
YKVJ�JKIJ�RTQDCDKNKV[��MG[

–/C[�KPENWFG�/#%�CFFTGUU��UGTKCN�PWODGT���
- +P�CNN�TQWVKPI�TGNCVGF�RCEMGVU�
NKPM�UVCVG�WRFCVGU��+2�CFFTGUUGU�
VCIIGF�D[�MG[U
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1. Weak DAD

A

C

E

D

B

F

G

H

K

(IP address, Key) = (a, K_A)

(IP address, Key) = (a, K_K)

(IP address, Key) = (b, K_K)

E detects the duplication of address D with 
key information (link state update)

Address
Duplication

Report

3DUWLWLRQ�� 3DUWLWLRQ��

Î Resolution of Address Conflict by Weak DAD
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2. Security Issues in Mobile Ad Hoc Networks

Î 1RW�PXFK�ZRUN�LQ�WKLV�DUHD�DV�\HW
z/CP[�QH�VJG�UGEWTKV[�KUUWGU�CTG�UCOG�CU�VJQUG�KP�VTCFKVKQPCN�
YKTGF�PGVYQTMU�CPF�EGNNWNCT�YKTGNGUU

Î :KDWªV�QHZ�"
z9KTGNGUU�OGFKWO�KU�GCU[�VQ�UPQQR�QP
z&WG�VQ�CF�JQE�EQPPGEVKXKV[�CPF�OQDKNKV[��KV�KU�JCTF�VQ�
IWCTCPVGG�CEEGUU�VQ�CP[�RCTVKEWNCT�PQFG�
HQT�KPUVCPEG��VQ�
QDVCKP�C�UGETGV�MG[�¤ ET[RVQITCRJ[�
z'CUKGT�HQT�VTQWDNG�OCMGTU�VQ�KPUGTV�VJGOUGNXGU�KPVQ�C�OQDKNG�
CF�JQE�PGVYQTM�
CU�EQORCTGF�VQ�C�YKTGF�PGVYQTM�
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2. Secure Routing [Zhou99]

Î $WWDFNHUV�PD\�LQMHFW�HUURQHRXV�URXWLQJ�
LQIRUPDWLRQ��FUHDWLQJ�URXWLQJ�ORRSV�

Î 7KH�DWWDFNHU�PD\�LQWHUDFW�ZLWK�D�PRELOH�QRGH�
RIWHQ�ZLWK�WKH�JRDO�RI�GUDLQLQJ�WKH�PRELOH�QRGHªV�
EDWWHU\
z=<JQW?�UWIIGUVU�WUG�QH�FKIKVCN�UKIPCVWTGU�VQ�RTQVGEV�TQWVKPI�
KPHQTOCVKQP�CPF�FCVC�DQVJ

- 5WEJ�UEJGOGU�PGGF�C�%GTVKHKECVKQP�#WVJQTKV[�VQ�OCPCIG�VJG�
RTKXCVG�RWDNKE�MG[U
- 'UVCDNKUJKPI�C�%GTVKHKECVKQP�#WVJQTKV[�
%#��FKHHKEWNV�KP�C�OQDKNG�
CF�JQE�PGVYQTM��UKPEG�VJG�CWVJQTKV[�OC[�PQV�DG�TGCEJCDNG�HTQO�CNN�
PQFGU�CV�CNN�VKOGU
- =<JQW?�UWIIGUVU�FKUVTKDWVKPI�VJG�%#�HWPEVKQP�QXGT�OWNVKRNG�PQFGU



CM/08122006/SMS – p45 recherche & développement Groupe France Télécom

3. MAC Layer Misbehavior

Wireless 
channel

Access Point

A B

Misbehaving nodes may violate MAC rules 

� Nodes are required to 
follow  Medium Access 
Control (MAC) rules

Î 6HOILVK�0LVEHKDYLRU�WR�,PSURYH�3HUIRUPDQFH
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3. MAC Layer Misbehavior

Î %DFNRII ([DPSOH�
z%JQQUG�DCEMQHH�XCNWG�$ KP�TCPIG�=��%9?

- %9�KU�VJG�%QPVGPVKQP�9KPFQY
z%QWPV�FQYP�DCEMQHH�D[�� GXGT[�KFNG�UNQV

wait

Transmit

Transmit

wait

B2=10 
(does not count 
down since no 
idle slot)

B1=20

B2=10

B1=0

6�

6�

CW=31

B1=15

B2=25
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3. MAC Layer Misbehavior

Î 'DWD�7UDQVPLVVLRQ�
z4GUGTXG�EJCPPGN�YKVJ�465�%65 GZEJCPIG

Sender
6

Receiver
5

B=10
D

ATA AC
K

S BA R

RTS

RTS

CT
S

CTS
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3. MAC Layer Misbehavior

Î 3RVVLEOH�0LVEHKDYLRU�
z$CEMQHH HTQO�DKCUGF�FKUVTKDWVKQP

- 'ZCORNG��#NYC[U�UGNGEV�C�UOCNN�DCEMQHH XCNWG

Transmit

wait

B1 = 1

B2 = 20

Transmit

wait

B2 = 19

B1 = 1
Misbehaving 
node

Well-behaved  
node
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Î 3RWHQWLDO�6ROXWLRQ���8VH�ORQJ�WHUP�VWDWLVWLFV
z1DUGTXG�DCEMQHHU EJQUGP�D[�UGPFGT�QXGT�OWNVKRNG�RCEMGVU

z$CEMQHH�XCNWGU�PQV�HTQO�GZRGEVGF�FKUVTKDWVKQP�Î/KUDGJCXKQT

3. MAC Layer Misbehavior
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3. MAC Layer Misbehavior

Î $Q�2WKHU�6LPSOHU�$SSURDFK
z4GEGKXGT�RTQXKFGU�DCEMQHH�XCNWGU�VQ�UGPFGT

- 4GEGKXGT�URGEKHKGF�DCEMQHH HQT�PGZV�RCEMGV�KP�#%-�HQT�EWTTGPV�RCEMGV
z/QFKHKECVKQP�FQGU�PQV�UKIPKHKECPVN[�EJCPIG��������DGJCXKQT

• R provides backoff B to S in ACK 

B selected from [0,CWmin]

D
ATA

Sender 6

Receiver 5

CT
S

AC
K(

B)RTS
• S uses B for backoff

RTS

B



CM/08122006/SMS – p51 recherche & développement Groupe France Télécom

MANET Actors

Î 6WDQGDUGV
z/#0'6�+'6(�ITQWR�
JVVR���YYY�KGVH�QTI�JVON�EJCTVGTU�OCPGV�EJCTVGT�JVON�
z+'6(�#761%10(

Î ,QGXVWULDOV
z*2��*KVCEJK��0QMKC��/QDKNG4QWVG
z&GRNQ[OGPV��

- /oVTKEQO PGVYQTM��TQQH6QR
- (TCPEG�6GNGEQO�
/WUoG�FGU�6oNoEQOOWPKECVKQPU�FG�2NGWOGWT�

Î &RQIHUHQFHV��
z/QDKJQE��/QDKEQO��GVE�


