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Course Outlinse

= Introduction

=>» Wireless Mess Networks

®Definitions, Applications and Standardization Activities
®Wift Mesh networks and 802.11s standard
®Current deployments

®France Telecom Activities
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Introduction

Mobile
Networks

Networks with
Infrastructure

Hybrid Networks

Networks without
Infrastructure

GSM, Mobile IP

Cellular Networks :

Mesh Networks

Ad hoc Networks
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Wireless Mesh Networks
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WiFi Paradox and WiFi Mesh network benefits
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= WiFi Networks paradox => Lots of wires

®network wires

®power supply wires
= Mesh Networks => Only power supply unit wires

®Easier deployments and new opportunities!
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Wireless Mesh Networks

= Basic Definition

®A mesh network is made up of a grid of nodes which collaborate to exchange
information with their neighbours through adapted interfaces. Usually, mesh
networks are based on wireless links, with the strong advantage to cover areas where

%
TS\

Gateway

no wired connection to backhaul network is available.

= The embedded dynamic multi-hop routing function enables the key

features:
®Self-Configuring, Self-Healing
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Wireless Mesh Applications and Scenarios
Residential — Small Enterprise
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Wireless Mesh Applications and Scenarios
Campus/Corporate Scenarios (Community)
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= Efficiently cover campus or corporate area indoor/outdoor at once and thus

’
i

provide for wireless P2P, internet and intranet access everywhere from
these areas.
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Wireless Mesh Applications and Scenarios
Hotspot Extensions
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= Mesh networks provide a great opportunity to easily extend the radio coverage of

operator hot-spots.
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Wireless Mesh Applications and Scenarios
Other Application Cases in Medium Term

= Domestic Networks

Mesh - (mai.son numéri-que)

Clients

Mesh SoftAP Mesh AP
PCs F

Internet
=>» Car-to-Car Networks E
associated with a fixed |

N F \ -

infrastructure.
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Wireless Mesh Applications and Scenarios
Other Application Cases

= Emergency operations
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Wifi Mesh Networks and IEEE
802.11s
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Wifi Mesh technology

= Natural development of Wi-Fi networks

= Designed to deploy WLANSs in areas where usual
Wi-Fi hotspot solutions are too expensive because

of cabling
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Wifi Mesh technology

=» Three generations of equipments are available on
the market

Mesh networks

1st generation network

2nd generation network

3rd generation network

Radio module per node

1 radio
802.11b/g

2 radios
802.11b/g & 802.11a

3 or more radios
802.11b/g & 802.11a

Node modularity

Fixed configuration

Fixed configuration

Modular nodes

Motorola, Tropos,
Sagem,

Large scale deployments Very limited Limited Possible
Delay per hop High Medium — high Low
Throughput per hop Very low Low High
Support of Real-Time Very limited Limited Possible
applications
Nortel, Clsc{;gi?lza’lzcef;:ib“s’ Belair, Strix Systems, Mesh
Vendors Tropos, Motorola, Cisco > K Dynamics, Sagem,

Motorola
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802.11s Standard

= Scope of TGs
®Main Idea
®Purpose of Project
® Future Amendment Overview
® Main Suppliers
®Terms And Definitions

= Details on functional categories relevant to 802.11s
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802.11s Main Idea

Access point
(AP)

Basic Service Set (BSS)
Single Cell
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802.11s Purpose of Project

= Provide a mesh network standard with the following features

® Mechanisms at Layer 2 or 2.5
®Protocol for auto-configuring paths between Mesh Points
- multi-hop topologies
- Automatic topology learning
- Self-Healing
- Self-configuring and routing (Broadcast/Multicast/Unicast Mac delivery)
®Radio
- Radio awareness
- Multiple-radios support per Mesh Points
®Security : Based on 802.111 or an Extension

®QoS : Based on an extension of 802.11e to enable flow control over
multi-hop paths

®Ensure support for interfacing with higher layers => 3rd generation
®Enable interoperability, extensibility
®Up to 32 Mesh Points

= Project completion date : 2009

CM/21.02.08/SMS - p17 recherche & développement Groupe France Télécom



Futur 802.11s Amendment Overview

Configuration and Management Interworking
Upper
L R !
.11s Mesh Layer 2 Mesh QoS
Network Routi d (Flow control, .11s Mesh
Mesh outtng E,m Admission Security
Services Measurement || Forwarding control)
MAC enhancement for .11s Mesh
MAC |EEE 802.11 MAC
PHY
|EEE 802.11 PHY 802.11 a/b/g/n
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802.11s Main actors

> Intel Corporation > University of
> Nortels Networks Aachen (Germany)
= Siemens
_? I\E:tscfo(l)a (Mesh > BelAir Networks
Networks) :)) zogyt
- U.S Naval Research wistu
Laboratory = Tropos Networks
> France Telecom R&D 2 NTT DoCoMo
=> Thomson
>

- Samsung
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Terms And Definitions (1/2)

Wired Network

[Mesh portal] \
| Mesh
.7\ Point

/

Mesh portal

WLAN Mesh

(Up to 32 Mesh Points)
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Terms And Definitions (2/2)

= WLAN Mesh

®|EEE 802.11-based WDS which is part of a DS, consisting of a set of two
or more Mesh Points interconnected via IEEE 802.11 links and
communicating via the WLAN Mesh Services

= WLAN Mesh Services
®Set of services provided by the WLAN Mesh that support the control,
management, and operation of the WLAN Mesh
= Mesh Point

®|EEE 802.11 conformant MAC and PHY
®Within WLAN Mesh and supports WLAN Mesh Services

= Mesh AP
®Mesh Point that is also an Access Point

= Mesh Portal
N hich MSDUS (MAC Service [ Unit) exi I WLAN Mes|

to and from other parts of a DS or to and from a non-802.11 network
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802.11s Outline

= Scope of TGs

= Details on functional categories relevant to 802.11s
®Topology Formation
® Measurement and Routing
®Medium Access Coordination
®Security

®Interworking
® Mobility
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Topology Formation

= Mesh Points (MPs) that are not yet members of the mesh
must first perform neighbor discovery

= The node scans neighboring nodes to find at least one
matching profile (mesh ID, routing protocol type, etc.) .

The scanning can be:

®Passive scanning: MPs listen for beacon frames (mesh profile is in
the beacon),

®Active scanning: MPs exchange probe request / probe response
frames (mesh profile is in the probe response).

=» After discovering a mesh network, the new mesh point
starts mutual authentication and establishes a secure
peer links with neighbors in the mesh, since it supports
the mesh profile.
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Topology Formation

= Each Mesh Point may have one or more logical radio
interface

= A Unified Channel Graph (UCG) is a set of nodes that are
interconnected on the same channel within a mesh

network.
Example Unified Channel Graph
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Network Measurement and Routing

= Routing protocol consists in finding on optimal route in layer-2 (based on
MAC addresses)

= Based on the results of MANET Working Group.

Two protocols are considered

®HWMP (Hybrid Wireless Mesh Protocol): this is the default routing protocol and
therefore must be implemented on all nodes. It is the combination of 2 protocols:
RM-AODV and Tree Based Routing protocol.

—RM-AODV (Radio Metric Ad hoc On-Demand Vector) is based on AODV. Used for a P2P Mesh Routing.

—Tree Based Routing is a proactive protocol used to build and maintain a distance vector routing tree
starting from the MPP.

®RA-OLSR (Radio-Aware Optimized Link State Routing): This is an optional routing
protocol. It is suitable for low mobility. It is based on OLSR proactive protocol
developed by MANET. Group extended with radio aware metric used for decisions.

2
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Network Measurement and Routing

= For the moment, most of the main mesh manufacturers (Nortel, Cisco,
StrixSystems, Mesh Dynamics, Columbris, Proxim, Motorola, etc.) have
developed their own routing protocol by adapting for wireless existing

common protocols like OSPF, Spanning Tree.
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Network Measurement and Routing

= Maesh routing protocols use mesh network measurements in
order to determine the best route. Measurements used are:
®Mesh link quality

—AirTime (default) : quantité de ressource radio consommée lors de la transmission d'une
trame sur un lien.

—Delay

—Jitter

—Throughput

—Data rate encoding
—Noise

—SNR (Signal Noise Ratio)

®Mesh Path Quality

— Best path among possible paths (depending on above criteria)

®Other statistics defined by 802.11k (radio ressources measurments) can
and should be used for mesh routing
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Medium Access

= MAC QoS enhancement introduced by 802.11e (EDCA) is
used as baseline by 802.11s

® Mandatory MAC Functions

®EDCA proposes up to 4 access categories:
- Voice (Highest priority)
- Video
- Best effort
- Background (lowest priority)

= Optional MAC Enhancements
®Mesh Deterministic Access (MDA)
®Reservation- based deterministic mechanism
® Common Channel Framework (CCF)
® Multi- channel operation mechanism
®Intra- mesh Congestion Control
®Power Management
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Security

= Security in 802.11s WiFi Mesh networks is based/built on top of
security mechanisms proposed by 802.11t standard.

= 802.11i allows:

®Distributed authentication (or personal WPA ): authentication occurs
between two nodes using Pre-Shared Key (PSK),

® Centralized authentication (or WPA Enterprise) authentication is managed
by an authentication server (802.1x, RADIUS generally).

= The specific functionalities developed by 802.11s Task Group

are.
® Mutual authentication between mesh nodes,

®Protection of mesh management and control messages exchanged between
Mesh nodes (e.g. routing and topology information).
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Interworking

=» Support for interfacing a WLAN Mesh with other IEEE 802
LANSs using 802.1D (Bridge)

= Support for efficient utilization of multiple Mesh Portals in a
single WLAN Mesh

= To deliver packet and if the destination is
®Inside the mesh network, the MP uses layer-2 mesh path
discovery/forwarding.

®Outside the mesh network, the MP identifies the target portal, and delivers
packets. If no target portal can be identified, the packets are delivered to all

mesh portals.

|4 Protocole de bridge |4

vl vl
20 Bridge®y802.115 _
MA Relai hAC -LAN Unicast / Broadcast
(L2 routing) - Transmission Broadcast/ Multicast
O O A1

s o

g” @ 802 LAN
802 LAN @
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Mobility

= No specific mobility mechanism is anticipated in the IEEE
802.11s group.
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What is the actual situation?

= |EEE 802.11s not yet standardized (scheduled for

2009)

®Different constructor equipments can't communicate
together

®Equipments are still expensive
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Current deployments
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Deployments

Amsterdam
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More than 100 AP deployed

Mesh solution

Offer seamless roaming
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. BETATESTZONES - ALPHA TESTING PHASE COMPLETE, LIVE ACCESS ZONE SOON.
[ ALPHATEST ZONES - FREE INTERMET ACCESS DURING INITIAL SET-UP PHASE.
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Deployments

Moscow (Golden Telecom avec Nortel Networks)
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Coverage

>

6,700 AP deployed

800,000 houses covered

Technology

>

802.11b/g, WiFi Mesh

Services & Fares

>

~2Mbps broadband Internet access (VolP,
Internet access, localization based

services)

Existence of free access areas

Groupe France Télécom



Deployments

San Francisco
= 78 square km "cloud”

> EarthLink is expected to charge about US$20 a month for ad-free connections running at around
1Mbps, while Google essentially pays Earthlink for network access and provides a free access with
a throughput up to 300Kbps.

-> City infrastructure: 1900 lamp posts, schools, towers and roof-tops.

o Google o

o
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Contact

=>» Adresse email

®sidimohammed.senouci@orange-ftgroup.com
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