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Context of the PhD thesis:
The great evolution of communication technologies together with the variety and potential
availability of network access mediums and service providers have led to the appearance of the
Cooperative Intelligent Transportation Systems (C-ITS). C-ITS is based on type of machine-to-machine
communication: The basic idea is that vehicles inform their environment about their behavior and in
return receive information about their direct environment, through so-called cooperative awareness
messages (CAM). If the analysis of the CAM detects an event, a so-called decentralized
environmental notification message (DENM) is sent to warn of a risk.
The aim of safety messages is to make vehicles aware about their surrounding environment, which
significantly improves road safety. For example, using these messages, vehicles can expect or detect
dangerous situations that can cause serious damages on VANETs such as collisions and accidents. As
a result, vehicles can then make decisions to prevent such bad consequences. However, although,
safety messages are beneficial for road safety, they may also be exploited by adversaries such as
passive and active attackers. While the passive attacks seriously impair the confidentiality and
privacy of the network, the active attacks can damage the network resources and functioning, by
inserting, deleting or modifying the exchanged packets. An active attacker could send authenticated
DENM messages that contain false information. However, neighboring nodes could detect this
misbehavior by simple observing the physical environment (displacement of the attacker, etc.).
To this end, it is essential to have robust intrusion detection and recovery mechanisms that permit to
monitor the system and exclude active attackers and also robust privacy protection mechanisms that
permit to preserve the drivers’ privacy.

Description of the work:
The introduction of C-ITS exposes the transportation system to new vulnerabilities, such as cyberattack. In fact, if a physical device is connected to the Internet, it can be targeted with a cyber attack.
In order to ensure that C-ITS fulfills its potential, it is imperative that those implementing such
systems design and operate them to survive cyber-attacks and other information technology-related
threats. Attacking the transportation infrastructure can now be accomplished by attacking these CITS information systems in a manner similar to how computer hackers attempt to break into other
information systems. These new threats require the set up of new architectures, access control
mechanisms and particularly monitoring facilities to detect suspicious behaviors (potentially
intrusions) and if necessary to take defensive actions to eliminate or limit the impact of these cyber
attacks in the origin of these misbehaviors.
Cryptography and intrusion detection systems (IDS) are two major security mechanisms. On one
hand, cryptography is used to ensure message privacy and node authentication, and is used to
prevent external intruders to penetrate the network. On the other hand, IDS uses special agents to
monitor the behavior of a target node and trigger an alarm when a malicious anomaly is detected.

This thesis proposes to focus on IDS and privacy protection systems to enhance C-ITS Survivability.
The main issues are:
- Detection policies (signature based detection, anomaly detection and hybrid detection
technique) to prevent the active attacks to occur with objective to reduce the false positive
and false negative rates. For anomaly detection, a specific focus on will be done on machine
learning (Deep learning, Game theory, reinforcement learning, etc.). Intrusion detection tools
already exist in conventional IT installations, but their adaptation to transport systems still
poses some theoretical and technological difficulties. In fact, misbehaving active attackers in
transport systems are different since we are in a physical-cyber system where any cyber
failure can have a direct influence on safety of operation, so potentially can create threats to
human life and cause materials damage.
- Recommendation and recovery policies from active attacks in order to enhance the ITS
survivability. All responses to attacks must take into account the availability of functionalities
considered as critical for a safe operation since a simple revocation/eviction, as proposed in
the literature, has no influence on the behavior of a vehicle.
- Privacy protection mechanisms to prevent passive attacks. Indeed, due to the nature of the
wireless medium, a passive adversary can easily eavesdrop all the broadcasted safety
messages within its region of interest. It can then collect these safety messages and
determine the locations visited by vehicles over time. The location tracking of vehicles could
violate drivers’ privacy since one vehicle is usually associated only with one driver. The
privacy in C-ITS must be conditional, where vehicles are anonymous to all ITS participants
except the authorities, which must still track them. In order to meet these requirements,
many anonymous authentication schemes have been proposed and the most used one is the
pseudonymous authentication scheme. However, due to the pseudonyms linking attack, a
simple changing of pseudonym have shown to be inefficient to provide the required
protection. For this reason, many pseudonym changing strategies have been suggested to
provide an effective pseudonym changing. Unfortunately, the development of an effective
pseudonym changing strategy for VANETs is still an open issue. Hence, the idea is to propose
new mechanisms based on adaptive pseudonym authentication.
- Take into account the requirements of hardware or /and system where these mechanisms
are launched (mobility model, data model, resource limitation, communication network
specificities, environment deployment, large/small scale, distributed/centralized, real time or
not, etc.).
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